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Demirgazyk Koreyaly hakerler zyyanly kody adaty bildirisler hokmiinde nadip
maskalayarlar.

Demirgazyk Koreyanyn ScarCruft topary, Microsoft tarapyndan islenip diziilen we
cykarylan sahsy kompyuterler ii¢in operasiya ulgamy bolan Windows-daky gowsaklygy yene-
de ulandy. OS ulanyja amatly interfeys we kompyuter bilen islemek li¢in ginisleyin
funksiyalary hodurleyar. Windows-yn ilkinji wersiyasy 1985-nji yylda ¢ykdy.

Windows-yn komegi bilen ulanyjylar is, okuw, giiymenje, programma iipjlngiligini islap
diizmek we s.m. yaly dirli zerurlyklary yapyp bilerler.

Windows gin gerimli enjamlary goldayar, bu ony diinyade in meshur we ginden ulanylyan is
stoly OS edyar, seyle hem ykjam enjamlarda hem islap bilyar.

Demirgazyk Koreyanyn ScarCruft topary, zyyanly programma iipjiingiligi ROKRAT-y
yayratmak ticin Windows-daky gowsaklygy yene-de ulandy. Ekspluatasiya, Internet Explorer
re modeiminde Edge arkaly uzakdan kod yerine yetirmage mimkingilik beryan Scripting
Engine-de yat yalnyslygy bilen baglanysykly CVE-2024-38178 gowsaklygyny 6z igine alyar.

Microsoft bu meselani 2024-nji yylyn awgust ayynda Patch Tuesday tazelenmeleri bilen
diizetdi, yone hakerler tizligini peseltman, tazelenmedik ulgamlara hiijjim edyarler.

Hijimi isjenlesdirmek ii¢in, htijumgiler pidany yorite tayyarlanan baglanysyga ge¢cmage
ynandyrmalydyr. AhnLab Howpsuzlyk Adatdan dasary yagdaylara jogap merkezi (ASEC) we
Glinorta Koreyanyn Milli kiberhowpsuzlyk merkezi (NCSC) bu kampaniyany “Code on Toast
operasiyasy” diyip atlandyrdy. Halkara gursawda ScarCruft topary TA-RedAnt, APT37,
InkySquid, Reaper, Ricochet Chollima we Ruby Sleet yaly atlar bilen hem tanalyar.
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